—212—

B2 am e CFR294E 3 H)

WG/ — 7 = 7 OB S 5 POSTE H 0wk EEALIZ B 3 2 Wi g

5/ N— R o 7 N\OYFHBCERIT NS % SRR D ks REALIC B 9™ 2 bFgE

81N
fREHE  HAR EX

Enhancement of Reactive Countermeasure against Physical Attacks on

Cryptographic Hardware

Daisuke ISHIHATA
Supervisor: Takafumi AOKI

This paper proposes a method of increasing EM attack sensor precision for countering a wider range of

EM attacks on cryptographic modules (cryptographic LSIs). During an attack, an EM attack sensor finds the

proximity of a probe to an LSI by detecting a change in the mutual inductance between the probe and LSI

from the resulting oscillation frequency shift in the sensor’s LC oscillator. The subsequent would-be attack

is thwarted by instantaneous detection of the probe’s proximity. This paper shows that smaller oscillation

frequency shifts can be detected by extending the detection operation time. This paper also demonstrates

that this extension enables attacks to be detected even when they come from the LSI’s back surface (which

was previously difficult to achieve).
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