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goooogan

Oobooobogooob ooboOoboOobOobooOobOOobOoobOOobDOoboobDOobOoon
gooooogobobboooobboooobobbooobbbooobbooobbbuoOon
O00000000000000 AESO 9000000000000 000100000000
obOob0ooboboboooboobOoboOoobo l1obobooboobOobooobOoo1b
gooobooooobooboooobooboooobbooooobboooobbooobnboobo
gbobboogoobobuoooboobuoon

goooboooobobboooobbooobooboboooobbuooobobbooobnboo
gbobboogobbooobbboooobbbooobbboooobbooobbbooon
00000000000000000000000D0 [34)000000000000O00O0O
gooobogobobboooobboooboboboooobobbooobobboooono

gobooobobooboobbobooobbobobouoboobbobobouoboobn
Random Switching Logic [38) 00 0000000000000 0OO0ODOO0O0O0OOOOOO

O00000000D0DODORandom Switching Logic 0000000000000 OOODOO
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gogogoooooooobobobooobbbbbooooooooobbbbooobbbbDO
gbobboggbobooogobbooobobobooobbbooobbboooobobooobo
gooobooooboobboooobbooobobobooobbbobbooobboooobboo
gbobobogobobooogobbooobobobooobbbooobbboooobobonooo
gbobboogobbbuooobobboooobbbooobbboooobbooobbbooon

goboboooobooboboooobbooooonoo

4.3 UODU0U0UOOOOOOoOoOoOoOoOooUog
4.3.1 0O0O0OOODOOOO

O0Db000042400000 LiOOOOODOOOOODOOOODOOOOODOODOD
oobooboobooboooboobobobooboob 440000000000 DOODOODOD
000000000 000000o00 (Configurable Delay Block: CDB) 0O OO0 0OO
000000000o0o0oooooooooo (OTM) DOOOUOOO0OO0OO ()oboooooo
000000000000 @() 00000000000000 200000000000TM
0000000000000 000000o0oOoDoDoDOOo0oooooDoDO0ooooooocCDbB
gbobboogobobboooobbooobbobobooobbbooobbbbooobooo
ooobOOoobOobobOo 1oboboboobo0oboooobooobbOobobOooboOobDooDO
godoooooooobobbooobboooooooooobbooboobbobobbboo
(STA)DOO0OO0O0O0OO0O0ODO0OOD0OOD0ODO0OU0OD0OD0O0UOUO0ODOUOOODDOOOOOOOO
gooobooooboobboooobbuooooobbooobobbooooobboooboboboo
gboboogobbouooobobooobbbooobbboooobbooobbbooon
ooooTMOO0OOO0OO0O00000000OCOOOO000000D0D0D0DO0DDODODO0O000O00OO
Oo0O00ooOooo OTMOOOOO0ODOOOOOOO0ODOOO0OOOOOOoOODoOOg

gobobooooboo
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Plaintexts | Rangdé)nmerr;ltjgr]ber m l
— Logic out [~
Initialization Combinational e ;
ot \ circuit - Data Ciphertexts
ne-time | 1| PPP-eoe PP register
memory Delay elements Cryptographic core O — L 9
Configurable delay block -

Clock - Enable signal
signal T Enable signal generator

044 DOO0OODOOOOO

4.3.2 0OU0O0O0OOOOOOOOO

045000000000000000000 00 POOO ¢, 0000000 CLKO
ENOODOODOODOOooOooooooooo t, 0000000 OCDB1O0ODO CLK
O0000000oooooD CLK'OodooCLKOOOoO CLK Ooooo pODOOOODO
00000 PO CDB2000000 ENSTARTOODOUOOO OO ENSTARTOOOO
0000000000000 0DO0 RUNO 1000000000 0DO0OO0OOobDENDOD
EN STARTOOO POOOOOODOOOOOODODOOOOO 100000000D00DO
OOCLK OO0OOOO0OO0OO000 ENOOD oDO0O0DooooDooogooo FO 1oood
OO0DO000O00O00O0O0OO0ENOOODOO FOD OODOODOODOODODOO200000
OO000000O00D0O00DOO00DOO0OD0O0OCOENDQOODODODOO DOODOOOOO
O00000O0OC0OOO0OOOO0OOENSTARTOODODOODOOOOD PO 100O0OOOOOEN
godubooduoooduoooddit, <t, 000000000000 000{te, O
goduboboduooodguoboodoooodon t, ubboouuoboduooaaodd

te, 00 00DOOODOO 434000000

4.3.3 O000O0OOO0OODOOOO

gdooooooooobbobbbooooobbbboooododddooouoobobo

godoooddoogooodooodoooodoooooooaoon te, <te, 00O
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. Invalid output
C) Valid output
-
ck | l l | 1 [
CLK' > l | [ [ [~
HY
______________________________ P = CLK & CLK' EN' P Il -
CLK#D S | 14 EN RUN .
RUN_I_ Delay CDB1 S o EN START n N n__
t |. EN I_ r‘ |_|_
S
cbB2 S E F
ten Del :
..... eayl I D-FF2 e
Configurable delay blocks EN START Logicout XU YO Y Y X
(a)DDDDD (b)DDDDDD

045 ODO0O0OODOOOOO

. Invalid output
D Valid output
T T
ctk | | | [ [
CLK’ |7 [ I [ | [ [
P
P | I
RUN . .
EN START = I = Il ] I
EN [
F
[

RXTTT N SIS I G SE— S

Logic out is not stored

046 DOOOODOOOOODOODO

OO00000000bO0obOobOobObDO0O 0460000000000 OOOOOODOOO
000000000000000000 t,<t, 000000000000000000 2
gooboogobboooobbooobbboooobobbboooobooboo

OO0DbO000O00O0bO0o0oO0bOobOoU0ooOobOO0boooOOoboobb 47bODODnO
gogooboooboboobooooooooobiobb ooooooobbbbbobbbuoogo
oooooo t,000t, 00000000000000¢t,, >t., 0000000 4.7(b)
gbobboogooobuooobbobuooobbbooobbooobbobobbooooboboo
gobboodoodoodoodoodoooodoodoodddte <te, OOODOOO
OO0 COBOOOOOOOOOoOOOoOO

0460000 470000000000000000DOD0OOOODOODOODODOOO

OO0000 RUND 100000000000 DO0OO000bOoooobooooboooo
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. Invalid output . Invalid output
D Valid output C) Valid output
T T
ck 1 1 1 I 1 [ ck 1 1 1 | 1 [
ok~ L *F 1 1 I 1 [~ ck L *F 1 | | | [
P 1’ n n_ P 1’ M n_
RUN ¢ RUN ¢
EN START = Il EN START ] n n_
EN : EN | | n_
A
F I_ EN signal is not generated F — Failed to detect.
when F is high.

Logicout — XU Logicout XU

(a) tep < ten OOO (b) tep > ten 00O

047 DOOOOOODOO

gobboogobobboooobbooobbbooobbboooobn

4.3.4 V-TOODODOOOODOOOOOOOO

000000000000000000 te, >t, 00000000000000000
000000 480000000000000000000000000 V-TOOOOOO
000000000000 00000000000000000000 Vi, 000 Vi O
0D00000000000000000000000000000 CMOS (Complementary
Metal Oxide Semiconductor) 00000000000 00000000000000000
0000000000000000000000 ¢, 00000000000000¢, 00
000000000000000¢,0 t, 0000000000000000000000
000000000000000000000000000000000000000000
0000000000V, 00 V,,, 0000000000000000000
000000000000000 ¢, 00004, 000000000000000000
0000000000000000000O¢t,-t,00000000000000000
0000000 te, 00 tep >t,, 0000000 ¢, 00000000000000000O
00000 ¢,00000000049000000000000000000000000

podoooodoobtd,duobbodd i, dibbduoooduood
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t 4 t
: P = len
. : —_ tcp
Operation works . .
Output: ciphertext i Operation fails
: Output: N/A

Operation works
Operation fails _""g Output: random
Output: random i

>
Vmin Vmax v

048 t,0t,000000000

t
Operation works
Output: ciphertext

,_L Operation works
T Output: random

Operation fails ; E—T-Vmaxp

Output: N/A i i

L.
>

.................
JPEAH v

Tmi

1/ Temperature

PR
T T

Operation fails
Output: random

049 0000000000 tep O tgp

4.3.5 UU0O0O0O0OO0OUOOOOOOOOOOO

goduooodaoooduoodod t, bbdubooouooodguoooodooood
ood i, D0dboodubooogooooooogoooduoooaooodguood
gogoboooboboboooodoooooooboooboboooboooogououuooobooo
0000000000000 00000000D00D0O0000D00001280000 AESO
D000 1280000000 128000000 26 0000000000000 0O0O0O0OO
gooo

gboboboggbbboooobobuooobobobuooobbbuoooonoobuoooboo
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000000000000000000000000000000 ¢, 000000000
00000000N,0000000000000000000000000000000N,
00000000000000000000000 000000000000000000
00000001000000000000000000 (N,=1)00000000000
00000000000000N,0000000000000000000000AN,; <N,
000000000000000000000N,0000000000000000000
0000000000000000000000000000000O0O0O0OOOOOO
041000t¢,000000000000000000V,, 0000000000000
000V 000 Ve, 000000000000000000000000000000O0
0 410(a) 0000000000 ¢,00000000¢,000000000 t,0000
000000000000000000000000000000000000000000
000000 3000000 Vi, Vigp, Vime: 00000000000000000000
0000000
0410(b)00000000000000000000000000000000000O0
0000000000000000000000000000000000 f0000000
000000000000000000000000000000000000 ¢+00000
00 AO0000000g(h)=f(t>h)000000000000000000000000
000000000000000000000000000000000000000000
000000001000000000000000000000000000000000
0000000 10000000000000000 AOODOO0O000O0O0O0OO0O0O0 N,O
000000000000000000000000000000 EOQ E=N,g(h)0OOO
OO0[F]<N,0000000000000000000O0O00O0O0O0O0O0O0O0O0000O00
00000000 h, 00000 [Nyg(hy)] =N, 0000

noooo g(hy) =N./N, O h, 0000000000000000000000000
00 Vinin, Vigp, Vinae 00000000 4.10(c) 00000k, 0000 ¢, 0000000
000000000 4.10(d) 00000000 ¢, 000 4.10() 000 ¢, 0000000

ooo0oooOoOoooOoOoOoooOooooOoOoDboUooboo N, OOooboooooboooo
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A
t t., for different _ ;A
. configurations P = Vmin |
: K |
‘e i @©
:‘\ ~~~ i 0 l
A0S i O
"\ ~“~~ s Sag =
:‘\:“~~ ~~'~._ SNead . E o . —3»
BT T Delay time '
bed ~"~.:. '~..::"--.::::"_ . ~‘. ."
ity Tl L ey — _T Measured delay time of
Raae B L .@ —— combinational logic
' > . . 5
Vmin Vmax 4 Vmin Vtyp Vmax v
(a) 0000000000 te, OOO (b) Vinind ViygpO Vime, 000000000000
t4 t 4
o h, Determined Z, o h,
; 5 == Cpy
&, :
'~'~I.E.1'.'..
D T—— :
- > - >
Vmin Vtyp Vmax v Vmin Vtyp Vmax v
(c) et OO0 (d) ten, 00D

0410 O000O0O0OO0OD0O t., OO0

OOo0ooO0o0obO0o0obOOobOobooobDooDbg N, N,OOOoDboobooooooooobo
00000000000000000000D00D00 (Static Timing Analysis: STA) 00O
ooo0o0o0o0o00o0O0o0o00oD ¢, 0000D0D0O0OO0O0UOODOOOOOOODO 4.10(a)
-4.10(c) 00000000 0UOOUO 411 0000000000000 0DOOOOOOO

00000000000 tgp4 000000 ¢.,000000
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t 4 e ts7a
Determined £,, o h,
) / : e Cpy
¢ :
: N,.::...‘:- .....
~,.E1'. ARRRRAELEITE ®
!
- . : >
Vmin Vtyp Vmax v

0411 tsrAo 0000 te,, OODO

gogoooboobooboobobobotbddooddooogbbotdooooooooooUoo

oboo3goobobooob t,, 000000b0ObObO0ObOoObO

4.4 000000000
4.4.1 0OODOO0O ASICOO

0000000000000 0000000000 AESOO0OOO0ODOOO ASICOD
O000O0DAESO0OD0O0O0DOOO0ODOOODOOODODOODOOOODODOODOOO000
GF(((2)*)?) 0000 S-box [39) 000000000000 412000000 n0000
00000000i0000000000000000000 2100000000000
tn0t 00000 100000000000000000000000O0RDO0O0DOO0OO

oooooo
tq = nty, + dt. (4.8)

0000000 0dd0O000oooooooooo2"—-10000000004dO000O0O0O00O

0000000000000000000000000 ¢t 0 nty, <tg<(2"—1t. 000
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Input signal Delayed signal

Delay
configuration™]
d

] E— Delay element

' Delay: t,

Multiplexer
Delay: t,,

0412 0O0OODOOO

gboboobogogboboboogobboooobbon0bbbooobbbooobbbooobon

goboboogoboood

4.4.2 0O0O0OOOOOOO

000000000000000000000000000O0OCO 413000000000
300000000000000000000000000000000000000000
000000000 ASICO00000000000000000000000000000
0000000 SASEBO-GOOOOOOOOO0O000000O0OOOD 400000 25°C
000000200000 A, BOOOOOOOOOOO0O0O00000000000000O0
00 t, 000 AESOOO0O0O0O0O0O00000 AESOO0O00OOOOOOOOO04.35000
0000000000000000000000000000000

041400000 ADODOO0OO0O0O0O00000000O0O000000000000000
0000000000000 (t,) 00000000000000000000000000
0 tep 00000 Vi (0.87V)0 Vi (1.08V)O Ve (1.21V) 000000 AESOOOD OO
0000000000 k00000000 ¢, 00000000 tgp4000000 tgpa O
000000000001.08V(0000)01.20V(0000)01.32V(0000)000000

gooobobobbisra 000000000 ooooobbobbobbbobdooooooon
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PC [« Mic

rocontroller I—

'USB

Attack
detection
signal

Supply —

voltage

configuration

Power
supply

| Countermeasure |

Developed
processor

AES

core

/\
Daughter board Sultpply
l Glitchy vortage
__Y__clock signal

|ASIC controllerl

Y

| Clock generator |
Control FPGA

SASEBO-W

(a) 00000

0 4.13

4.4 0O0O0O0OOOODOO

Developed
processor

i

I

SASEBO-W

(b) 0O

gooo
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0000000000000 w00 0.06VOOODO 087V (D0O0DDOODOODOODDO)ODO

1.21v(000000000000) 0000000000000 0O0DUOUAESOOOOOO

00 t,00000000043400 4350000000000 4140000 ¢t,000

gooog

Oooo00OA, 0DDODDODDODODODOOOOOOOUCOODUCOODUOODUOUOUOUOOOOO

N,=100000000000000000 N,=1000000000000000000

oboobooobobooobooloboobobooboboboobUooboobbooboo

0D00000000000000000000100000000100 100000000

00 3170 (11470)000000000000O0OO0OOOOODOOOOO 4150000

00 V(= 0.87V) 0 10000 00000000000 AESOO0O00O00O0O00O0O0DOOO

Oo0O000000o0o00000 p=2904000000 o=02407000000000O

000000 +¢00000 AODDOOOUD gh)00000O00 erf0000

g(h)zl—%{l—i—erf(

h—p

V20?2

J=a ()

(4.9)
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ptimal t, by t, o h,
e Cn .

Optimal t,, by ¢,
-o-- L5
o Delay time ||
of AES

D
D
D
D
N
<
<
N
3
D
D
3
<
-~

14§
12~

10

Time [ns]

3
<
~
~
~
~
.~
<
3
S
)

T
=
i
=
=

S~
~—
~
~—
-
-
-
~———
~——

0.90 0.95 1.00 1.05 1.10 1.15 1.20

Voltage [V]
0414 000 AQODOODOODOODOOOO

2500

2000+
2 1500
c
S
g
L

1000

500 +

0
2.0 2.5 3.0 3.5 4.0
Delay time [ns]

0415 0000 087 VOOODO AESOODODOOOODODOO

000000000 p,e00000 flhosy) 00 (490000000 hosr = 4.254ns O

000000000 Viyp =1.08V OO0 Ve, =1.21VODOODO h, 00000000
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hios =2.041ns 000 hio = 1.605ns 0000000000 4140000 hyOe,000
0t,0000000000

041600000 BOOOOOOOOOOOOOOOOOOOG,000000000 B
0 AESO00O000O00 0.87VOD 127V 0000000000000O0O0BOOOO
00 4140000000000AESOO0OCOCOCOOOOOOOOOOOOOOOOOOO
000 ADDODOOOODOOO0OOODO0O0OO0OO0O000000000000000000000

gboboboooobbooobbbogobbod

141

Optimal £,, by fg;, e Cn g
-o-- tsr

Optimal t,, by ¢, |  Delay time
of AES

Time [ns]

0.90 0.95 1.00 1.05 1.10 1.15 1.20 1.25
Voltage [V]

0416 OO0 BOOOOOOOOODOOODO

4.4.3 UO0O0OOOOOOOO

04170000000000000000DO0OO00OOOOODOOODOOOOODO 41700
00 OSynopsys 0000000 Design Compiler D-2010.03 000000000000 OO
O0OO0O0OO0OO0AEScore 000ODOO0O AESOOOOODOOOOOOOODO AESOODOOOO

goooboooobboooobbooobbboooboboboooono
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Delay elements &
Control logic

Gate
Equivalence (%)

AES core 28702 (100)
Multiplexer 1882 (6.56)

Components

£ i 7 CDB 1068 (3.72)
Py IEstasec iiitac el EN generator 35(0.12)
| PR | CRNG | 1624 (560)
P Total 33311 (116.06)
Totalw/o (31687 (110.40)
PRNG

200 ym

04.17 0000 AESOOOOOOOOO0OOOOOO

0000000000000 000000000D00000000000 AESOO0OO
3.72%06.56%05.66% 000 00000000000000000O0O0O0O0O0O 16.0% 00

goooboogoboobooobboooobbboooobbooobonbbooon

4.5 0UO0O

gogobobbobobobobbotbodoooooooobbobboobobbboobbbobbbodon
gooobooogobobboooobbooobobbooobbboooooobbbooobboboo
gbobobooggbobooogobbooobobbooobbbooobbboooobonobooo
O00000 AESOOOOO0OO0O0 ASICODDOO00O0O0O0OO0OOOO AESOD0O0OO0OO0
goooboooooobobooobboooboboboooobobbooobbboooogbnoboo

0000000000000000000000000 16% 00000



61

50

Joooboboboboboboodddd
HRERERERE

5.1 0UO0OOO

goooooooboooobbuooobobbooobbbooobobbooobLbboon
goooboooooboobooooooboooobboooobboooobbbbooooboobo
gboboboogobobboooobbooobbobbooobbbooobboooboobooo
gooobooooobooboooooobuoooobbuooobbbooobbboooobobobo
googouoooobobboooooobbbbbbooooobobbboooobobobon
gbobboogobobboooobbooobbbooobbobboobobobooobobooboo
goooboooobobuooobbbooooboboooobbooobobbooobboooo

gobooooogoon

5.2 U000

gbobbogobbbooooobobuooobobobuooobbbuoooogboboooonboon
0000000000000000000000000000000 40]000000000

AESO00000O0O0O00DO0O00DDO0O0UO0OUO0OOUOO0OO 41]O000AESOOOO
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goooboooobobboooobbooobobobuooobbobbooobbbooobboo
gbobboogobbooobbbooobbbbooobbboooobbooobbbooon
0000000000 (D0000o000)000o00o0oUoO0o0ooooooooo
gbobboogbbbooobboooobbobboonobbuooogbobooooboon
gbobobogobbooobbboooobbbooobbboooobbooobbbooon
000000000000000000000000000000ooOoOoo 2119000
0000008000000 0U0U0UDUOUDOOUDDOOODOD [21]000000O 42]000
00000000000000320000000000000000 (7000000 [43]0
gbobboogobobbouooobobuooobbboooobbboobobobbooooboboo
gbobboogobobboooobbooobbbooobobobboooboboooboboboo
goooboooobobuooobobobuooobbboooobboooobbuooobnbbboo
0000000000000000000 [70000000oo
gooboooooboboooobbuooobbboobooobboooobbooobnoboo
goooooobobbooooboboooboobobbooobbbooobbuooobnbboOon
0000000000000 0000000O0000D0D0OO0UOO0O0D0ODOoOOO0 [19]
000000000000000000000000000000OO00D [36],44]0000
gboboboggbobooogobbobooogbboooobbooobbboooboboan
gooobooooboobboooobbuooooobbooobobboooobnbbooobboo
goooooooboobobooooobobuooobbboooobbbbooobboooobboo
gbobbooggbobogobbooooobbooooboobobuooobobbooooboboo
goooboooooboboooobobooan
gbobboggbbbogobboooobbobbooonobobuodogbobooooobon
00000000000000000000000O00O00O0000 23000000000
0000000000000 000000000o00oDoO0O00 UUoouoooooooo
Ol100000000b0oobooboobooboooobobooooboobooboDobooooOoo

gobobooobobbooobboboooobboooooboo
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Execution time

< >
<

Communication Plaintext
signal data

No data

Ciphertext
data

Trigger
signal

cycle count of cryptographic operation ¢,

Fault position p

Fault injection timing

Cryptographic operation

Output
C

\J

051 ODODOOOOODOODOO

5.3 UUUOUoUoUouUuooboboooooooog

63

0000000 [23]00000000000000O0000O000O0UODOOO0OOOO

gbobboogobobobuooobbobuoooobbooobbbooobboooooboboo

oooooboobobo0o loboobobooboboobobooobooboboooo

goooboooobobbooobbbooooboobooo

5.3.1 0OOODOO

gobobooooboboooobobuoooobobuoouboboboo

(a) 0000000 D0O0OD0O0DO0OOUOOUODOODOOOOO

(b) DODD0OO0DDOOOUDDOOUOOUOO

gboboboogogbobooobobobuooobobbuooobbboooobbooonooobbooo

gooobooooobooooooboobooooboboooobbooobLbbooobbbooo o

O0o0o0o00ICO00o00000OoOo0o000DoOOo000D0ODDOOOO00D0DOODOO

Ooboo0oboooboobooobooboobooboboobob shil10obbooooooboooooboo

0000000000000 000000000000000Uo0D (=0b00Dooooooo

000000)0000000000000 ¢, 0000000000
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Step | Step Il Step Il —— | Executed program

------- > Preliminary fault
—> FaultA
— = —b FaultB

Scan l PE_I

Cryptographic
operations

Ps|| ———

Comparison between
input and recalculated value

time l

% Faulty Faulty ciphertext that
can be used for attack

Attacker
observes:

Error signaq
.

052 ODOOOOOODO

Os51000000000000bO0b000bOobOO0ObOoO0obUobOobDbOobDoobOon

gooboooobobbooobbooooobbooon pobbooobb o

5.3.2 0O00OOOODOOODO

052000000000000000 A0000O0 BOOOOOOOOOOO (OoO)
gbobboogobobboooobbooobbbooooobbboooobobooobobooboo
OO0bO000O0obOO0bOOo0ooOOobOobobOo0oooOob 3oboobOoboboooOobooo IoOoo
Doboodoooooooooooooooooooooooooooooooon p,do
ooooboooooboobobob 1b0bobooooooboooboobobobOobobOooboo
goooboooooobuooobobobuooobbboooob bbb boooobboo
OoO00I0ooooogo

D000 IIooo0o0ooo Iooodooooogooooogooooooo BOODOO
OO00D00000O00O0O00OCOO0 BOOOOODOOOOODOOOODOODOODODODOl
OoO000O0O0o00oDooO000ooo0oU0OobDbD BOODoOoOooooooopoooooooo
gooobooooboobboooobbooobobbooooobbbooooboboooobo

gbobboogbbboogobboooobbobbooonobobuooonoobobuooonboo

0000000000000 0O00O0OAESOO0DO0DODOODDODODODOOOOO8OOODODOO
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Algorithm 1 0000000000000 0O00O (EncWithRecal)
Input: Plaintext P

Output: Ciphertext C' or error signal
1. C < Encryption(P)
2: Py < Decryption(C')
3: if P = P, then
4: return C'
5. end if

6: return error signal

009000000000000000000000000000000000 0000
00000000000 00000000000000000000 ADOOOODOOO A
0000000000000000 p,000000100000000000000000
0I0000000000000000000000

000000000000000000000000000000000000000 10
0000000000000000000000000000000

0000 LI, II0000000000000000000000 203040000000
000000 2000000000000000000005.31000000000¢,00
000000000000 000000000000000 p, 0000000000000
w, 10000 0<p, <¢, 000 Wypin < Wp < Wnae 0000000000 wyae 000
wmi» 00000000000000000000000w,0 1000000000000
ooooooooo0ood r, 00000000

00000 BOOO pp 000000 wp00000000000000 30000000
000000 p,0000000pp0000000000000000000wz00000
0000 Wimin < wp <wme;, J00000000000000D0 300000000000
0ooo0ooo0O

000000000 400000000000 (DFA)DDOODO0ODOOOOODOOOO
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Algorithm 2 000000000 ODOOODOO
Input: Random plaintext P, cycle count of cryptographic operation c,, maximum and

minimum glitch with w,,q2, Winin
Output: Correct ciphertext C, position and glitch width of preliminary fault p,, w,
1: C' < EncWithRecal(P) # Correct ciphertext
2: for p, =0 to ¢, do

3: SetPreliminaryFaultPosition(p,)

4: for w, = Wya, downto w,, do

5: SetPreliminaryFaultGlitchWidth(w),)
6: Cy < EncWithRecal(P)

7 if Error signal is observed then

8: return p,, w,

9: end if

10: end for

11: end for

000 AESO0O0000O0090000000000000000000000000000O
000000 BOOOOOINOOOOD000000000000 ADOO pa0 pp<pal
00000 waO Win <wp < wmee D0000000000000000000 4000
000000000000000000000080000000000400000000
0000000000

05300128000 AESO0D0O009000000000 1000000000000
00000000000000000 Piret0O00 DFA[2000000000000000
0000800000000 0000000D0404000000000000000000
0ooO0o0oo0ooO

00 320000000000000 1200000000000000000000000

O0pa OO0ODDOOODAESOOOO DFAOODO160000000000000D0O0O00O0O0O
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Algorithm 3 000000000 OOOODO
Input: Random plaintext P, correct ciphertext C, cycle count of cryptographic operation

cp, position and glitch width of preliminary fault p,, w,, maximum and minimum
glitch width Wz, Wmin
Output: Position and glitch width of Fault B pp, wp

1: SetPreliminaryFaultPosition(p,)

2: SetPreliminaryFaultGlitchWidth(w),)

3: for pp = ¢, to p, do

4: SetFaultBPosition(pg)

5: for wp = Wee downto w,,;, do

6: SetFaultBGlitchWidth(wpg)

=

C¢ < EncWithRecal(P)

%

if Cy # C and Error signal is not observed then

9: return pp, wp
10: end if

11: end for

12: end for

000000000000000 (45| 000000000000 1600000000000
OO0O0bOO0o0obO0b0bOobDoobD pp 0000060000 DOODOODOODOOODOO

w,a 000000

5.3.3 U0OOODOOOOO

0000000000000DFACOCODOOOOOOOOOOODODODOODOnO
000000000000 e; 000000000 LILIIOOOOOO0OO00OO000O
0000000p,0pa0pp 000000000000 ADDD BOOOOOOp,0pa0ps

000000000000 ADOO BOOOODOOO0O0 D0 Wnaes Wmin, w; 1000000
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Algorithm 4 000000000 OOOODO
Input: Random plaintext P, correct ciphertext C, cycle count of cryptographic operation

cp, position and glitch width of preliminary fault p,, Position and glitch width of Fault
B pp, wp
Output: Position and glitch width of Fault A pa, wa, faulty ciphertext C
1: SetFaultBPosition(pg)
2: SetFaultBGlitchWidth(wp)
3: for pa = p, to ¢, do # Loop for glitch position

4: SetFault APosition(pa)

5: for wa = wyar downto wy,;, do # Loop for glitch width
6: SetFault AGlitchWdith(w4)

7: Cy < EncWithRecal(P)

8: d+ CraC

9: n =CountNonZeroByte(d)

10: if n <12 then

11: return pa, wa, Cy

12: end if

13: end for

14: end for

00000000000000000000000 (w; = Whnae — Wmin) 0000w 000
0000000 w/ry (r, 0000000000000)00000000000 ¢c0000

gobooogn

c1 = pp(wi/Tw + 1) + (Winaz — wp) /1w + 1, (5
ca = (cp —pB)(Wi/ryw + 1) + (Wmae — wWB)/Tw + 1, (5.
c3 = (pa — pp)(wi/rw + 1) + (Wnaz — wa) /7w + 1, (5

(5

c=c1+co+c3.
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State matrix of AES-128

Round input After SubBytes After ShiftRows
bOD bOl b02 b[)3
byo | buy | biz | bis
 (a) :
: - - ] bao | box [ Baz | b3
bﬁil) b31 bSZ b33
: After ShiftRows
After MixColumns i |  After SubBytes (Ciphertext)
i (b) . ; "
: - - L oy £ V)
Fy NP v
-— —_
F P Fy
dEz D Fy
10th round
(c) — —
i(d) — — —
9th round

053 128000 AESOUOOOOOOOO

000000000000 00000000000000oooDO (b.5) 000 (56)00

0000000000000000DO0o0oOoO (5.7-(5.100000000D0O

Wy = W4 = WB = Win =0, (5.5)
pp=pa+1. (5.6)
C1 = pp<wmax/rw + 1) + wmax/rw + 1, (57)

co = (cp —pa — 1)(Wmaz/Tw + 1)
+ Waz/Tw + 1
= (¢p — pA) (Wmaz/Tw + 1) (5.8)
c3 = (pa — Pp) Wmaz/Tw + 1) + Wiz /Tw + 1, (5.9)
c=c1+cy+c3

= (Cp + 2><wmax/rw + 1)- (510)

gUOOODODODODbOOOS620000000000000wODODODODOOOOOOOO

goubooooobooooboooboooobobooob b w0 O
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0000000000000 (5.7)-(5.10) 0 Wyee/7 =0000000000000000
0 (510)0 ¢=¢,+200000000000000000000000000000O0O0
000000000000000 (=¢)00000000000000000000000
128000000000000000000000000000000

320000000000000001II02000000000000000000 II(a)
000 II(b)0000¢ 0 000000000 IMI(a)000 I(b)000000000
000000000000 wOD0OO0000000000000w=r,-I,0000000
0 Ill(a) 000000000000000000000 AOOO p, 0000000000
0000000000000000000000 wa0OO0O00 r,-1, 0000000000

0000 (b)) 000000000000 pa 000000 wWaA0O0OD0ODOOOODO

¢ = (pa = pp){wi/(rv - 1s) +1}

+ (wi —wa)/(rw - Ls) + 1, (5.11)
i = (wi —wa)/rw +1, (5.12)
c=c1t+cea+dy+dy (5.13)

0 (5.13)0000000000000000000 (5.5)000 (5.6)0000000000

0 (5.14)0000

c=(cp+pp—pa+1)(Wnaz/Tw+1)
+ (pa — pp){Wmaz/ (1w - L)} +1 (5.14)

O000psa 000 p, 0000 (DD0O0O0ODO00O0OD0O0)000000 pa=cp— 10

pp=c,—1000000000000000000 (5.15)000000

c=(cp + 1)(Wmas/rw + 1) (5.15)

gooobooooboobtoooobobuoooboboboooobbooobobbooobboo

gbobboogobbboooobbooobbbooobbboooobobbboooboboo
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051 OO0OO

Cryptographic algorithm 128-bit AES with recalculation-based

countermeasure (Written from scratch)

8-bit microcontroller Atmel ATmegal63

32-bit microcontroller | Atmel AT91ISAM75256 (with ARM7TDMI core)

Compiler gce 4.3.3 (Optimized by the option -Os)
FPGA Xilinx XC6SLX150

Plaintext (00112233445566778899aabbccddeett )16

Secret key (000102030405060708090a0b0c0d0e0f )4

ggooobooboooboboobotodddoododooooooboboobbbbboouugoa

gobbooobobboogobbooobbbooobbboooobn

5.4 00

54.1 0O0OOOO

00000000000 000 AESOO00000O000O0O000O0O000oDoOOoooooo
0 54()000000000030000000000000000O0DOO0ODODOOOOO
000000000000000000 54(b)0000 54(c)00000 8000000 32
gboboboogobobboooobbooobbbooobobobbbooobobboooboboboo
00000000000 SASEBOODO FPGAOOODOOOFPGADDODOOOOOOOO
gbobooogooboooobn

05100000000000000000D000000000 1000 1280000 AES
OO00000000DO000O00ooDdooooooooDooooooo cooooog
O000gec4330000000000000000000O00O0O0OO 23400000000
OO0DO0O00 40053200000000080000000D0 400003200000

o000 le000b0ObO0O0bObOOO0obOoOobOobDOooboboboobo
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AES code
Communcation
code

Microcontroller

Glitchy-clock |H
I » generator
Fault USB| | USB Bus
injection I/F hild I/F +
controller Control FPGA
SASEBO-W

Clock signal
with glitch

PC

(a) 00000

8-bit microcontroller
(ATmega163)

- &= =

Ve aipr

- B Clock Signal
=: With Glitch

3

\ g% 32-bit microcontroller
¢ (AT91SAMTS)

Communicate

Conmuniats gt with PC
(b)800OODOO0OODOODOOODOO (¢)320000000000D00O0ODOO

054 0OOODO

54.2 0O0OOO

sgoooboboooboooboobooobOoOobObOoooObOoOobObOoOoobOoOooD

wIO00OODODODOO0OOUO0OD0UO000ooooooooooooo (BRNE)YDoooooo

(XOR)OO OO (LD)OOOO (ST)0000000000000000000000000

O00 w=54ns0000003200000000000102ns00 H.64ns00000

wdOooooo
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Algorithm 5 000000000 AES (AESEncWithRecal)
Input: Plaintext P

Output: Ciphertext C'
1: C + AESEncryption(P)
2: Py + AESDecryption(C')
3rl«1
4: if P = P, then
5: rl <0
6: end if

7: return C, rl

54.3 8UU00DOO0OODOOODOOODO

000000 500000000000 AESEncWithRecal 000000000 OOOO
OoOoo0obO0o0boboobooobUo0oobOoOobooooboOoobOoOoo s320100
003000000000PO ROOODODODODODODOOOOOOAESEncWithRecal 000
ooooboooboobobobo oobooboOorlbOoOobObObOobOD 1DOobDObDO
000 1000000000000000000000000D0D0000 SendData 00O
SendError 0000000000 O0O0ODOO0ODOOOOOOOOODOOOOODOOO 1000
0000000000003 000000 (TST)U0U0O00O00O0O0r100000000
000000000000 00000C0 rl1000 1 0000000000000 OO0 (%)
00000000rl=0000 Z=10000000040000000 (BRNE)OOOO
00Z=000000000000000000000 LBLFAILOODDODOOOODODO
00 “call SendError” 000000 DOOOODOODODOOODOOZ=10000000000
O00000“all SendData” 00 000000000000 OO00O0O0ODOOD4000000
ooooboboobbooobooobboobobooboboobboboorrloboboooo

O 5000 “call SendData” OO O OQOOO
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052 8000000ODOOODOODOOODO

Step | Starting position | Final position | Number of trials
I pp =0 Pp = 3 4
II pp = 30530 pp = 30527 4
11 pa =3 pa = 9996 9994

Total 10002

OO0 10000000b000b0o

©O© 00 N O O b W N =

LBL_MAIN:
CALL AESEncWithRecal

: TST r1 ;Z « 1 when r1=0
: BRNE LBL_FAIL ;Jumps when Z=0

CALL SendData
JMP LBL_FINISH
LBL_FAIL:

CALL SendError
LBL_FINISH:

Os2008000000Db00D0DLDUO0ODODbDOUObLDODOODbDUOODbODOODbDUUODbDOOD

O00000000000000000000 ¢,00000¢,=305300000000000

OO0DO0O00OOo 0020000000 0b0o0obO0obOOo0oO0obOO04000bOoooooDoOoo

goood

0000000000000 0000000000000000O0 AOD8UODODOOD

AddRoundKey D000 0O00000O 2(2) JOD0O00O00O AddRoundKey DO OO OO

0000 k000 sO000000O0000O0O0O000DOODO0OO 2(b)0000O0O 2(a)

0000000000000 0000000000000000000O000 AD 5000

00000 (LD)0D00000000000BOUOOOO 104000000000 (BRNE)

gobooogn
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000 2 AddRoundKey

() CO0ODDOO0O0O0O00OO (b) gec 4.3.3000000000

ogobooon
add_round_key (void)

{
us_t i;
for (i=0; i<16;i++){
s[i] ~= k[i]l;
}
+

LDS r26, 0x0000
LDS r27, 0x0000
LDI r30, 0x00
LDI r31, 0x00
LD r24, X

LD r25, Z+

: EOR r24, r25

: ST X+, r24

LDI r24, 0x00

: CPI r30, 0x00
: CPC r31, r24

: BRNE .+0

: RET

©O© 0 N O O W N =

= e
= O .

=
w N

54.4 32000000000000000

2000000000004 0000 10000000000 ODOOOODOOOODOD
000000000000 00000000000oooo8ooo0udn AddRoundKey O
OO0O00000Ob00obOobOooboosshbiboboboobobooobobobDOobobOoDOon
0000oooo2b)070000000000000(EOR)ODOO0OOOOOOOOOO
OO00wOODOO 100000000 DO0O0OO0DbOO0O0O00OCDbbODwOOOOODODOOOO
OODOs5000000000000D0O00ODO0ODLDODODOODOODOObOb6nsOOOOO
goooboooobbboooobbboooboboooobbooobobbooobboooo
gbobboogogbobuoooboboooobbooobbbooobboooooboboo
gobboogobbooooobo

05300320000 ARMOODODOOO0OODOOOOODOOODOOOOOO0OOOOOO
00000000 ¢, 032667000000 5300000000000000000000
OO0000000D0O0ODO 446191 00000000000DO0ODOODODODODODODODOODO
OO0O000oDO0o0b0o0ob0ob0oobDo0oDb0bobOob0bDd w>102ns 000 w < 5.64ns

goooouooooboboibooooobboboooobobbbobobboooobbbobbbn
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15F

10}

# of faulty bytes

56 57 58 50 60 61 62 63
Glitch width [ns]

055 ODOOOOOODOODOO

05.64ns 00000000000000000000000O0O0O00O0O0D0O0O0000O00O0
0p, 000000000000 p,0000000000000D000 w,0000000
000w, 0000000010.20s(000 400) 00 5.64ns(000 159) 00 0p, 0 000
1000000000000 100000p,=106000 w, =81lns 00000000
0000000000000 0(400-159)4(400-290)+1=25657 0 0 00000000 110
0000000000000 2378 (= (32667 — 32658) x (400 — 159) + (400 — 192) + 1)
0000000000005330000000000000 1000000100011
00000000000000000000000000000000000000000
II(a) 00000000 wy O 10.18ns(00 0 400) 00 5.66ns(000 160) 000000
0.188ns(0 00 10)000000000000000000000000000000 417940
0 (=(17448 — 107) x (400 — 160)/10 + (400 —190)/10) 0000000000000 II(a)
000000000 ADOO py =174440000000000000AESO 900000
00000000000000000000000II(b)00000 ADDDO00 wyO
0000000000000000000000000000 2160 (=400-185+1) 000

gooooooon
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053 3200000000000000OO

Step | Parameters | Starting position | Final position | Number of trials

I Dp 0 106 25657
wp 10.18ns (400) 8.11ns (290)

IT DB 32667 32658 2378
(e 16.20ns (400) 9.49ns (192)

III(a) DA 107 17448 417940
WA 10.18ns (400) 6.23ns (190)

ITI(b) DA 17448 17448 216
wa 10.18ns (400) 6.14ns (185)

Total 446191

545 0O0OOOOOO

oOoboobdobOoo lobooboboooboboboboobOoboooboboboboon
oobooboobooooobo 20000000 bOooOo0obDobobooooooDOooDOoD
0000200 4000000000000000000000 I(DO0OO0O0O 3)000
oo200000000000D00DO0O0OOO0ODO0ODODObOOOOOOOODODOO 20
000000000 p, 00000000000000 30000000 BO0OO ppO p,O
00000 1000000000000 0b0b0b0bD0bOD0 BOooooooboboo
OO00000D0O00DOOo00oOo0ooooOo 1IIooooooooobooooOoDoOooo
000000000 p, 000 BOOO ppO00000000O0O0O0O0O0O0O0O0O0O0OOOO
goobog

Ooboobobooboooboooboobooobooboobooooboobooboo3booooDboon
O0bOO00oo0oboo 300000 20b0b0000obobboboooobobbooboo 30m

00040000000 (BRNE)OODOODOOODOS0000000000000000
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00100000000000000 (19000000000 4000 5000000000
gbobboogobbooobbobbooobbobooobbboooobbooobbbooon
oooboooboooboo200b0b00o0ob0ooboooboobL poboODboboob O
OO0 20000000000000:0000D00DO00OO0ODODOODOODODOODOO

O00On00000000000000000000O0O0O0O00000O(R?) 0000

OO0 300000000

LBL_MAIN:

CALL AESEncWithRecal
TST ri1

BRNE LBL_FAIL

BRNE LBL_FAIL

CALL SendData

JMP LBL_FINISH
LBL_FAIL:

: CALL SendError

10: LBL_FINISH:

© 00 N O O b W N -

goooboooooboobooooboboooobbuooobobbooobLbbooobbboobo
ggoooboobooobooboooooddoooooooboboboobbboboo0duuouuoo
gboboboogobobboooobbooobbbooobbboooobboooooobooo
gooobooooboobboooobbooobobbuooobbobbooobobobooobboo
gbobbooggbobogobboooboobboooobbooobbboooboboan
ooobooob l1bob0bo0oboobobooooboboobobobooboobOobnooo
goooboooooobuooobobobuooobbboooobbbbooobboooobboo
gogobooobbooudgoooooobobooobboooooboooogooooooo

goooooobobboooobobbooobbboooobbooobnbbooobbuoooo

5.0 UUUOooUooogyg

gooboooboobboooboboooobboooobbboboooobboooono

gooooooboobboooobobooooobbooobobboooobboooobboo
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goooboooooobooooboobooooobbboooobboooobbooobnbbooon
ooobooboobooobooboobooooobD 40000bO0ob0bOoboboOobDOooD
OO00000Db00O00 40 s0O000O0OODOODOODUOODOOOODOODODbOD
OooobooboobobobobooboooooooooboobobOoboDoooboooooo
0000000000000 000O0O0O0O0000000D0D0DD0DOoDOoOoOOnODODO?”Default
fail’ 00000 4600000000 40000000000000000O00OOOOOO
gbobboggboboogobboooobboooooboobuoogbobboooobobon

gooboogobooboooobboooobboooonbbooobbbooon

000 4 Defaultfaill DO O OO odOds0000

1: JMP LBL_MAIN 1: JMP LBL_MAIN

2: LBL_SUCCESS: 2: LBL_SUCCESS:

3: CALL SendData 3: CALL SendData

4: JMP LBL_FINISH 4: JMP LBL_FINISH

5: LBL_MAIN: 5: LBL_TEST:

6: CALL AESEncWithRecal 6: TST ri

7: TST r1 7: BREQ LBL_SUCCESS ;jumps when Z=1

8: BREQ LBL_SUCCESS 8: JMP LBL_FAIL

9: LBL_FAIL: 9: LBL_MAIN:

10: CALL SendError 10: CALL AESEncWithRecal

11: LBL_FINISH: 11: CLZ ;Z < 0
12: BRNE LBL_TEST ;Go to LBL_TEST when Z=0
13: LBL_FAIL:
14: CALL SendError
15: LBL_FINISH:

O0O000Ob0obO0o040000000D0000DOOODOOTOO0DDOOOODOOO
(TSTYOOOUOOUOOUOOOOO0O0ODO (Z) 000000000000 00D00 100000
0000000000000 LBLSUCCESSOOOOOOOODOODODOOOOOODOOOO
ooobooobooboboboooobooobobobo 1boboboobOooooboob
ooooOobooobOoobooboobooobooboobOooob s0bODbO4bD000
Oo0bOooooboboboobobbOoollooooboboooobobbooooooobobooo
OOoobOO0oobOoobOobobooboooboobobobOooboobOoboOooo sbobOoDO

0000 100000000000D0D0 BRNEOOOODOODODOoDoooboooo oo
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gdooouoobobobbobooooooooooobbboooobobbbooooobobo
000000000 5000000000000000 (DOODDO Z=000)00000O0O
O LBLTESTOOOOOOOODODODOOOOOOOODODOOOO Z=00000000
ooooooobo0oebO0OOObODOD 1NO0DODOOOOOOODODODODODOODOD
gboboboooobbooobbobooobbbooogbn
goobodoodoobobuoodoboobuooobobbooobbboooobbuoooobbuoo
ggoobbobobb ooooooobboboobbobobbobobbbbbbbbbbbbn
00000000000 0000ARMOOODOODOOOOOOOOOOOOOODODOOOOOO
0000000000 100000 CBZO0O0O0O0O0ODOOOODODOOOOOD4000000

00000000000 CBZOOOOOOODODODOUOOOOOOOOO

5.6 U0

gbobboogobbbooobbbooobbbooobbbooobbobooobbooon
goooooobbobuooobbbooobboooobbooobnbbooobbuoooo
gbobboogobobboooobbooobbbooobbooboooboboooboboboo
OOo00000o0o0obobobOogoooboosboobooboOo 3200000000 bDO0DbDOoD
O00000000000000 AESO00000000000000O0O0000oooon
gboboboogobobboooobbooobbbooobbobboobobboooboboboo
gooobooobobboooobbuooooobbooobobbooobbboooobbboboo
gooobooooboboboooobboooobboooobbooobobbooobbboon

goo
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60

L] [

o000 20000 s00000000DOO0bDOoO0ObOO0DO0bDbOOoOOobOobObOOoDOobDO
00000000000000000(2) D00D000D0OO0DO0O0OO0O0ODOOO0OOO(b)O
000000000000000(e) 0000000 ODOO0OOUOOOOUDODOOOUOODOO
gooo

0200000000000 00bO000bOO0ObDO0OO0ObOObObOObDObDOObOobObObDOn
gbobboogobobuooobobobuooobbbooobobooooobbooobobooboo
O0000000000000000000000000D0OD AESO0O0DDO RSAOOO
gooooooobobuooobbboooobboooobbooobnbbooobboooo
gboboboogobobboooobbooooobbooobbbbooobobboooboboboo
gooobooooobobbooooobuoooobbooon

O300000b0oboobobobooboobobooobobobooboobobnDooboo
gbobboogobbooobboboboooobbooobbobuooobbbooobobobuooon
gooobooooboobboooobbooobobobooobbboooobboooboobboboo
gbobbooggboboogobbooooobboooobbooobbboooooboobooo
000000000 0O0OSASEBO-GOOO SASEBO-W OOOOODOOOOOOoOOOO
0000000000000 0000000000000 (D0o0)o00ooOooooooOO

gboboboogobbboooobboooobbooobbbooobbbooobbobooon



82 o6l OO

gooooooon
O40000000000000DO00O00DO0DOOOODOOODOODOOOODODO
goooooobbboooobboboooboboooobbooobobbooobbuoooo
gbobbogoobobuooobobbooobbbooobboooobbooobbbooon
gbobboogobobboooobbooobbbooobbboooobbooobboboboo
gooooooboobboooobbooobobobooobbboooobboobooobnboo
000 AESOO0OO00000 ASICO000000000O0O0O0O0O0000oooooooo
0000000000000 000000000000000000 %000000000
gobooogooboboooobn
Os500000000000DO00O00DbD0bOO00oDO0obOob0obOOoDOobOoOoDOoDbOoOn
gooooooboobuooobobobuooobbboooobbbbooobboooobbUoo
gbobboogobbooobboboboooobbooobbobuooobbbooobobobuooon
O00000000000000000000 AESO000000000 8000000 32
ggooboobooobobobotbodddoodoooob bbb boboboboboogog
gboboogobobooobbbouooobbbooobbooobbbooobn
oOooboooboboobo 3b0oobuoobobooobobboobobDooboboboboon
gbobboogobobboooobbooobbbooooobbbooonoboboooboobooboo
gooobooooboobboooobobobuooobbboooobboooobbuoooogboboboo
gooooooboobboooobboooboboboboooobbbooobboooobboo
oobooboooboobooobouo400b0oboboobooboooobobbooooobobooboo
O0000000000000000000000000000AESOODOOOOODOODOO
ooboobooboboooooboobooooooboobooooboboobD hOoboOoob

gbobobooogbbboooobbooooobbooobbbooobbbooooboboo
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