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1 Introduction

A file-hosting service enables us to easily store and access documents and data from mobile terminals as
well as PC’s, and to share them with others. Although the file-hosting service is so popular in the Internet
community, we should note that there is a latent risk that we would lose the files we have stored.

In order to safely store some secret documents or data distributedly in several servers via insecure networks
such as the Internet, Bagherzandi, Jarecki, Saxena and Lu proposed a password-protected secret sharing (PPSS,
for short) scheme [1] in 2011. They proposed two PPSS protocols which achieve the following three properties:
(i) both are secure against the corruption of the coalition of servers of size less than the specified threshold,
which means that one can obtain no useful information about the password and the document even if some
servers are corrupted, (ii) the user can be authenticated with a single password by all the servers, and (iii) there
is no useful information about the password and the document in the interaction in a form that no polynomial
time adversary can extract. In this thesis, we explore securer PPSS schemes, and propose some protocols.

We first consider security notions for PPSS schemes. Bagherzandi et al. focused on the interaction between
the user and the servers, and formulated a security notion which we call the PPSS-security. A PPSS protocol
is PPSS-secure if no polynomial time adversary could determine, on any given two documents and any public
parameter, which document is stored in the public parameter, even though he is allowed to adaptively interact
with the servers and the user in impersonating manner. They proposed the protocol PPSSs which is PPSS-
secure. In contrast, we focus on the process of generating a public parameter. Since the public parameter
involves some information about the stored document in general, for any given public parameter, an adversary
may obtain the stored document without corrupting the servers or impersonating the user. We propose another
security notion for PPSS schemes with respect to the public parameter, named pparam-security. Intuitively,
the pparam-security means that any public parameter does not contain any clue to the stored document in a
way that an adversary could recognize. We show that PPSSs is not pparam-secure. We then give a protocol

which is pparam-secure but not PPSS-secure. These results indicate that the pparam-security is independent



of the PPSS-security in a sense that the pparam-security does not imply the PPSS-security in general and vice
versa.

We next propose two PPSS protocols. One is ePPSS,, an enhanced version of PPSSs, where we prove that
the protocol ePPSS; is both PPSS-secure and pparam-secure in the random oracle model. The other is a
protocol named sPPSS which is both PPSS-secure and pparam-secure in the standard model. All the known
protocols, including ePPSSs, are provably secure in the random oracle model [1, 2, 3]. Hence, the protocol

sPPSS is, to our best knowledge, the first protocol which is secure in the standard model.

2 Preliminaries

In this chapter, we describe notions and notations that are used through this thesis.

3 Security Notions for Password-Protected Secret Sharing Scheme

In this chapter, we focus on a public parameter which is generated by initialization algorithm on an input
(p,d) of a password and a document, and we propose another PPSS security notion called the pparam-security.

A pparam-attack game, for a PPSS scheme P between an adversary A and a challenger C is as follows:

Initialization phase: C first executes the setup algorithm Setup on input 1%, and gets a setup parameter \.
Then C sends A to A. A chooses two documents d; and dg, and sends them to C. C chooses 8 €, {1,2}. Then
C executes Init on an input (A, p,dg), and gets a pair (pub,sec), where pub = (pub;, pub,, pubs) is a public

parameter and sec is a set of the secret seeds. Finally, C sends the public parameter pub to A.

Attack phase: A is allowed to interact with C. In each interaction, A sends any public parameters pub’ =
(pub’, pubj, pub}) to C. C plays the role in computing the “inverse” of Initialization procedure if pub; = pub]
and pubs # pubj. Then C returns a document d which satisfies Init(\, p, d) = (pub’,sec’) for some password p

and set sec’ of secret seeds. Otherwise, C returns a special symbol L.
Challenge phase: A sends 3’ € {1,2}.

For 8 = 1,2 and a security parameter k, let praram_atk(k) denote the probability that A sends 1 in Challenge
phase of the pparam-attack game under the condition that C chooses S in Initialization phase, where the
probability is taken over the random tapes of A and C.

For a security parameter k and an adversary A, we define Adv 4(k) by

AdVA(k) = Pplparam-atk(k) - ngaram-atk(k) .

Definition 3.6 (pparam-security). A PPSS scheme P is (T, €,qa)-pparam-secure if for any security parameter
k and any adversary A, Adv 4(k) < € holds under the following conditions:

1. A is allowed to enter Attack phase at most g4 times, and
2. the running time of A is at most T

Intuitively, a PPSS protocol is pparam-secure if no polynomial time adversary could determine, on any given
two documents and any public parameter, which document is stored in the public parameter, even though he
is allowed to adaptively receive sample pairs of the public parameter and the stored document.

We show that the protocol PPSSy [1] is not pparam-secure.



Proposition 3.8. For the protocol PPSSq, there exists a PPT adversary A such that Adv (k) = 1, that is,
the protocol PPSSy is not (T, 1, 1)-pparam-secure.

We next reveal the relationship between the pparam-security and the PPSS-security. We propose a protocol

named Protocol 3.2 in this thesis, and show that the protocol is pparam-secure but not PPSS-secure.
Proposition 3.9. Assume that the following properties hold:

e the protocol PPSSy is (T, €,0)-pparam-secure, and

e the proof system (P(L2"), V(LY™®)) used in Protocol 3.2 is (Ts, 1,q%, ezx, ess)-SS-NIZK.

Then Protocol 3.2 is (T, €', qa)-pparam-secure, where T' < T —Ts — qafa, qa < q7 and € < 2¢+ 6egg for

some polynomial fa in n,t and k.
Proposition 3.10. Protocol 3.2 is not PPSS-secure.

Propositions 3.9 and 3.10 indicate that the pparam-security is independent of the PPSS-security in a sense
that the pparam-security does not imply the PPSS-security in general and vice versa.
We then improve the protocol PPSS; by using the twin-encryption version of the ElGamal encryption scheme

[4], and show that the improved protocol ePPSS, is pparam-secure.
Theorem 3.11. Assume that the following properties hold:
e the protocol PPSS, is (T, ¢€,0)-pparam-secure, and
e the proof system (P(EPEUb), V(E%ub)) used in the protocol ePPSSy is (Ts, 1,q5, ez, €ss )-SS-NIZK.

Then the protocol ePPSSy is (T", €', qa)-pparam-secure, where T' < T —Ts—qafa, qa < q5 and € < 2e+6ess

for some polynomial fa in n,t and k.
Theorem 3.12. Assume that the following properties hold:
e the DDH problem is (Tgan, €ddn)-hard,

o the proof systems (P(LYP), V(LE®)), (P(LE™), V(LY™®)) and (P(LYT), V(L2"7)) used in the protocol
PPSSy are (Ts,q%, q5r, €ss, €zx)-SS-NIZK, and

o the proof system (P(LY™), V(LA™Y is (Ts,1,q5, ess, €z )-SS-NIZK.
Then the protocol ePPSSs is (n,t,qu,qs, T, €)-PPSS-secure, where
max{nqu,qs} < qp,q5, T <Taan —4Ts —quf¥ —qsf® — f*
for some polynomials fY, ¥ and f' in n,t and k, and

€ < 8ezk + (4nquyqs + 6nqu — 4ngs + 6qs)ess + (2quas + 3qu + 2qs + 7)edaan
36 —1)  8qu(4¢® —5q+2 13¢3 — 32¢2 + 42 — 16) 3
N quZ2(q )+ qu (4q - q )+QS( q ;14 q )Jra




4 Password-Protected Secret Sharing Scheme without Random Or-

acles

In this chapter, we propose a PPSS scheme sPPSS, and show that the protocol is PPSS-secure and pparam-

secure in the standard model.

Theorem 4.3. The encryption scheme of Libert and Yung [5] is (T,€,qa)-IND-CCA secure, then the protocol
sPPSS is (T", €, qa)-pparam-secure, where T' < T — qafa for some polynomial fa inn,t and k.

Theorem 4.4. Assume that the following properties hold:
e the DLIN problem is (TpbLIN, €DLIN)-hard,
e the SD problem is (Tsp, €sp)-hard,

o the proof systems (P(L2P), V(LE®)), (P(LE™), V(LY™®)) and (P(LET), V(LE7)) used in the protocol
sPPSS are (Ts, qp, €ss, €zx )-SS-NIZK, and

e a signature scheme % chosen in Step 5 of Setup of the protocol sPPSS is a one-time signature.

Then the protocol sPPSS is (n,t,qu,qs,T,€)-PPSS-secure, where
max {nqu,qs} < ¢p, T < max{Tsp, Torin} — 3Ts — quf¥ — qsf° — f7,
for some polynomials fY, fS and f' in n,t and k, and
€ < 6ezx + 9esp + (2n(qu — 1)gs + 2qu + 1)eprin + 2n((qu — 1)gs + 2qu )ess + w(k),

where w is negligible in k.

5 Conclusion

In this thesis, we have explored securer PPSS schemes, and proposed some protocols.

In Chapter 3, we have investigated security notions for PPSS schemes. First, we first have proposed another
security notion for PPSS schemes, named pparam-security. The pparam-security intuitively means that any
public parameter does not include any clue to the stored document in a way that an adversary could recognize.
We have shown that the protocol PPSSs proposed in [1] is not pparam-secure. We then have given a protocol
which is pparam-secure but not PPSS-secure. These results indicate that the pparam-security is logically
independent of the PPSS-security in a sense that the pparam-security does not imply the PPSS-security in
general and vice versa. Finally we have proposed the enhanced protocol ePPSSy, and shown that ePPSS; is
pparam-secure and PPSS-secure. This protocol is the first protocol which is both PPSS-secure and pparam-
secure.

In Chapter 4, we have proposed the protocol sPPSS which is both pparam-secure and PPSS-secure in the
standard model. All the known PPSS protocols, including ePPSS,, are provably secure in the random oracle
model. The protocol sPPSS is, to our best knowledge, the first PPSS protocol which is secure in the standard

model.



References

[1] A. Bagherzandi, S. Jarecki, N. Saxena and Y. Lu, “Password-Protected Secret Sharing,” Proc. CCS’11, pp.433-444, 2011.

[2] J. Camenisch, A. Lysyanskaya and G. Neven, “Practical Yet Universally Composable Two-Server Password-Authenticated
Secret Sharing,” Proc. CCS’12, pp.525-536, 2012.

[3] J. Camenisch, A. Lehmann, A. Lysyanskaya and G. Neven, “Memento: How to Reconstruct Your Secrets from a Single
Password in a Hostile Environment,” CRYPTO’14, LNCS, vol.8617, pp.256-275, Springer, 2014.

[4] P. A. Fouque and D. Pointcheval, “Threshold Cryptosystems Secure against Chosen-Ciphertext Attacks,” ASTACRYPT’01,
LNCS, vol.2248, pp.351-368, Springer, 2001.

[5] B. Libert and M. Yung, “Non-interactive CCA-secure Threshold Cryptosystems with Adaptive Security: New Framework
and Constructions,” TCC’12, LNCS, vol.7194, pp.75-93, 2012.



WEREROER

WhpHZ TR ara—T7 4 VIREICBWTCA R —V « =R ZRMET IV 1 K
X, PAN—HBIZL D7 7 A NVDIRIHRL, "= R =T EEIZLD T 7 A VDKL E DR
ERWICHZTWATZD, AIHEMCLEX 2V 7T A (R BMLETHDH, £ T, BH—D/RAT —
RCHRESNT T 7 A NEBEOVA MCHBLTRETHZ LD, W 220% 1 T
HBRBAELTH 7 7 A VFREICR AL, EoW0LK OO H A N TT—Z BEK L THIEY 725
MBI 7 7 A NVEE T TE DHEINNBERINTZ, TR/ SR T — KRV A (PPSS) 52
Th o, EHTBROERESTHHAZR ZOHEMIZER L BFFXOLZ MO BMRGF 28 U T,
F 02RO MATE -, Kild, TORREELDLOTHY, 2fF 5 &=
MmHiR5,

F1IEIFMTH D,

2 EIT, MEOHRFOER EFINCETHEHOETH D,

83 ETIE, BMFOHFRORZEMEZFMRI L, LV RZERFTLOFTREZRZEMIEN L L bich
ZTWD, T, BEFOF RN RE LT D AR RIS T e TEE D b 2RV R
ETDHZEEEML, TORRICKHITE 2R EMEZERL LT ARSI A =222 L4
i, B, BEFOHFANRBNRT A —FBEEETZ L TR EEZFEH Lz, S5, &
B/ T A — B RAEMEIX T2 T DR EAR LML S WP E 5252 LT, Zo0ReMH
SN FICEE SNHBRICITAR N &R L, LEEBE X TH LW PPSS FRAERE L,
HIER Diffie-Hellman [N KEECTH D & DIED & & | T IEARZ R2ME L ABR/NT A —4
BEMOM G 2T 2 &2 Lz, 2o ofERIE, PPSS O Z2MEIZB T 2 ko Bl
EHEGTHLOLE L TELSFHMETE 5,

B4 ETIE, SRR LWVESAADO R THRE LA TE L FREREL VD, H3EICE
JAREMIEHIZ, T F L AT I BT EIREN S BB A TO LD TH - 77,
ZHUZxF LT, KV BLFEIEVEEE T L EMEHENAMSEAR H D . —fRIZ, BiIFE TR LR
SNTHHEETIILELITFE AR, T 2Tl EoREHE R & FEE O BRI E R RE A IR
THHEDRED S & EHEET )V OPAI CTIRARNZ M L AT A — 2 REWOM ) %5
HTE 20O TOPPSS FRAAMEL THY, #am b, BEEREWFRE 52 T o,

5 BEITHGEmTH D,

VI b B D ICARGR UL PPSS RSk T i e arila s R L CEbd 5 & &b,
ZOREMEEVEROLZERED ES D bilET 2 FXOFIEEMERRIZFER 35 Z & T PPSS =
DGR ARILSEIZ b DO TH Y | HHREERF R O SHm OB BIZES T 5L 2 ANV
|

FoT, Kt Lt (FHRET) OF G E LTAK LR 5,





