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Currently, public key cryptography such as RSA and elliptic curve cryptography (ECC) are widely used. These
conventional cryptography are based on difficult problems such as prime factorization problems and (elliptic)
discrete logarithm problems. On the other hand, quantum computers have been rapidly developed, and in 1994, a
quantum algorithm called Shor's algorithm that can calculate prime factorization problems in polynomial time was
discovered. Along with this, attention has been focused on post-quantum cryptography (PQC), which is difficult to
break even with quantum computers. Isogeny-based cryptography has been applied for NIST standardization.
Isogeny-based Cryptography is a PQC with a relatively short key length, and a method to further shorten the key
length by compressing the public key has been reported. Isogeny-based cryptography has a problem that it requires
more computation (execution time) than other PQC. This paper proposes a low-latency and efficient hardware

architecture for isogeny-based cryptography, and shows its effectiveness by implementation evaluation.
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