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This thesis proposes methods for evaluating the logical and physical security of cryptographic modules. In this
paper, logical security is defined as the correct implementation of a cryptographic module according to the expected
specification, and physical security is defined as the ability to resist side-channel attacks. This paper proposes a fast
equivalence verification method between the netlist of cryptographic hardware and its specification as a logical
security evaluation. By using the proposed equivalence checking method, it is possible to guarantee that the logical
functions of a given cryptographic module are implemented correctly. We also propose an accurate vulnerability
detection method based on side-channel attacks using deep learning as a physical security evaluation method. By
using the proposed security evaluation methods, the security of cryptographic modules can be further enhanced.
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