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Active physical attacks are emerging threats to the internet of things (IoT) devices. This paper conducts a
multifaceted security evaluation based on the components of [oT devices, focusing on fault attacks on processors
and signal injection attacks on sensors. Concerning fault attacks, I identified the threat of security bypass attacks
based on instruction skipping. I showed that software protection with input size restrictions and trusted execution
environments is vulnerable to such attacks. As a countermeasure against such attacks, I proposed a method to
prevent instruction skipping by changing the control flow to depend on the instructions to be protected. About
signal injection attacks, I demonstrated a deception attack on an inclination sensor with sensor fusion and a
millimeter-wave frequency modulated continuous wave radar. As countermeasures, we proposed attack detection
and mitigation methods with small overhead focusing on the sensor signal processing algorithm.
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