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Efficient Number Theoretic Transform Hardware for Lattice-Based Cryptography
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This paper presents a hardware design that efficiently performs the number theoretic transform (NTT) for
lattice-based cryptography. First, we propose an efficient modular multiplication method for lattice-based
cryptography defined over Proth numbers. The proposed method is based on a K-RED technique specific to Proth
numbers. In particular, we divide the intermediate result into the sign bit and the other absolute value bits and
handles them separately to significantly reduce implementation costs. Then, we show a butterfly unit datapath of
NTT and inverse INTT equipped with the proposed modular multiplier. We apply the proposed NTT accelerator to
Crystals-Kyber, which is lattice-based cryptography, and evaluate its performance on Xilinx Artix-7. The results
show that the proposed NTT accelerator is about 3.8 times more efficient in terms of area-time product (ATP) in

LUT than existing methods.

1. [ZCHIZ

BUE, MEBEECE T EAL R T L7201
RSA 55085 M I 7572 & 0O 28 BRI 75 23 A<
JANSITWND, AV DA BISENE 513/ &
FEMRBOEBUCLY | fEIAEREISN TV,
ZDI, B Rt R E BRSSO LT
LR VEE MR CEDI B FHE 5 (PQC:
Post-Quantum Cryptography) ~DF{ T30 HELES
NTnd, PQC ORERIEL T T 5032 T B
%, TOHTH LWE B 53 FH H R L R - (e &
DIRTUAD BENGEH SN TEBYELD G
EENTWD, AWFZETIE Module-LWE I 75 0
Crystals-Kyber (235 HL, EDN—RY =7 FEHED%)
AL HT 5, Module-LWE I 5 Tl iR 25
NEFERHF L7 D70 BGHZ R (NTT: Number
Theoretic Transform) DOZNFALNEEL70D, FFIZ
TS THE O FLE R Lo TP RELENT 5,
ARFSE TIIEGH AN ORI R A HA L
LT, (R= AR RIS K-REDU &5 FH L2 1775
T—7 )V WAL 2 §i K-RED | #1257 5,
2. NTTZAW-EHRZEIRLOREHR

NTT (FARIE EDO7 =V THY | ¥ 1-HE =
IZBW RIS ZERR LORROFEEZ ST
72DIZHWDILS, NTT 2 VT2 DO L% JE
e EORBUAHL | JERE IR CER I LD
FH (PWM: Pointwise Multiplication) 2179, Z D%,
WA AL (Inverse NTT) & W ChEDZIHAFK
BUCRTZECRAEMREHDLIENTED, lH O
ZHEAFEHOFHEIL ON?Y) THHH, @7 —1

TIHREFIRRIC AN Z 7 T AR 2 V2 NTT 25
FHZET ONIogN) ETHIZAZENTED, NETT
ATHEENTITHO LD RIARTE O FHE 7RI Lo T
T ARARORINKELET D,
3. BEORREHR
TRk 32 F6l 42 i VL T B 72 3 I L 2 o T
FAENTTRE Ch D, — 7, IR T DRIR R X
—JE 2 [FICE X ey MEA 4 ETHIE T D0 B
NoDHT=D kD B TOFELETHEEL v, Barrett
Reduction <° Montgomery Reduction &\ >7=BEFD
FFIKTARREFEOIZE AL TIEF AN
REWVEBREDLELRD, FIRHENTETD
ERAVNSNEE | I EBREORIED V70T
EIRN R RIRER LR D, IEREN T uA kT
HHEXIZO BRI ATRE/ R RIS K-RED (33K
TRV NSVER K ICKAER 1 MOATHE=
ANRRISTHE Th 5, Kyber DIEHIIT T 02T
H5728® , K-RED OF|H B AIGETHD, L,
K-RED {3V 7y =7 F23E L L COREDT0 | i
T ARISEA L L TIE Y MR AR +4 Th
277,
4. REFA/EE HE5T—TJISBEE 2 E K-RED
KW ZE CIE RS BRIk T AR AHELLT
K-RED ZJiEL7=F 57— 7 /L&l 2 8 K-RED
ERETD, K 1 ICRERARRAEO Ty /&R
9, B TFETIE K-RED 1 [ TIER 57~ 5
B R~or Y MEHEE , 720 K-RED j# H 12X
DAMREIZT 5, Z2°C, 2 [H1H O K-RED i H O BRIE 1
[BIH® K-RED DI E LD REMEEBET D

© 2022 FALRAESGBETZERT



SHI44ET A FAL KT ARG Sy Ro ek BIOLEE 15 (July  2022) —83—
unsigned 24 bit signed 117 bit signed 13 bit unsigned 12 bit
a 7z a.k'z.w [ a-k*w  lower 16 bit [ men |0 1] a-w mod q
X K-RED K-RED ‘ -+
twiddle factor sign bit stl)?tn
2 1
k-w g
3329 correction value
-3073—— selector
256 ——
1 RERREA 557 —7 V2 2 § K-RED 12 X5 RI&FER
# 1 B NTT/NTT ~— R U = 7 OVERERFAN
NTT/INTT Freq Time Area / Area Time Products
Work
Cycles [MHZz] [us] LUTs FFs DSPs BRAM

Yarman et al.(2 904/904 190 3.18 | 948/4,512 | 352/1,676 1/4.76 2.5/11.90

This work

. 902/902 208 4.34 | 274/1,190 | 181/786 1/4.34 1.5/6.51

(Radix-2 arch.)

This work 455/455 | 216 | 211 | 538/1,133 | 417/879 | 2/421 | 25/5.27

(2xRadix-2 arch.)

This work 268/268 | 216 | 124 | 904/1,122 | 811/1,006 | 4/496 | 2.5/3.10

(Radix-4 arch.)

VNS, TR F1ETIE 1 [MH O K-RED H )%
FEeyheZzomor sy MIaEIL, BEZNEN
IZ K-RED #i# M35, fF 5 &F5m 2 Offigak
HBUIZBWTUIFBFE Y O RN DB LR DT,
55 Ey MZ%t 45 K-RED O AR A 52 LT
P B &R A FLECTED, SHIZZOBRIZF S Y
MZxd% K-RED OfE R FRiFH 5L T LUT I2f%
FLTRE, FHE Yy OMEIC L T A BRINS
HZETREIANOHNEE XS, Dk, T
@ 2 [aH® K-RED HAhZME LT, iEF#EE g DFE
BGEOMFNCE DM EETO, BIREFEZE T 5,
ZZC MIEAEIE 2 151 H 0 K-RED H G f $
ZHEZ LUT ZHWTCRIRSNADZEICEHL, 2%
FIETIEFRILL LUT ZAW T 7O 5 v b
> K-RED i# HZ i EMERE T m e AICHA T 52
LT 2 [HHO K-RED OB Z4AWET 2,
5. IREFRFHICKS NTT/INTT N—FHz7D
14 RE T

FICIRERARER 2 B NTT/ANTT ~— R
U = T OFERHER A R T, FEEERIT Xilink #:0
FPGA Artix-7 (XCTA100TFGG676-3) Th %, wabl
ARCIT Vivado 20202 ZfEM L7-, F2dE7 —%
T F XN FEITTHNANE T TAHICL - T,
Radix-2 7—%7 7 F %, 2%l Radix-2 7 —*7
7 F ¥, Radix-4 7—F7 7 F ¥ D 3 DT H
N5, # 1 I O7-HIT Yarman S OFEC
DEZ PR L5, Yarman O Fik & 4
2% CIRETIRT AR LA 2 0 8T LUT 128

VT 3.8 %, FF 238V T 2.1 fiF. DSPIZHW0 T 1.1
f% BRAM [ZB W T 23 5= TH 5, ZHLIE,
FFINIKRT D RIRBEE O = 2 h2Y Yarman & O F
ETIEINEAE 10 BETHDLDICH L, #EBFIET
TIMEE 7 EICMz 5T D Z &It kD b7
EEZBND,

6. F&H

= A SRR EEE K-RED A 4K5R L7254 57

— 7R 2 B K-RED (2 L 21T Smid

NTT/INTT /~— RV =7 ##%& L. FPGA LT

P L0 | BREFIEOF LR Uz, AR

JEFEOBLR TRETFIEIIIERFTELY bk 3.8

GENETHDH L EER LT,

XXk

1) P. Longa and M. Naehrig, “Speeding up the
Number Theoretic Transform for Faster Ideal
Lattice-Based Cryptography,” in Cryptology and
Network Security, S. Foresti and G. Persiano, Eds.
Cham: Springer International Publishing, 2016, pp.
124-139.

2) F. Yarman, A. C. Mert, E. Ozt™urk, and E. Sava s,
“A  Hardware Accelerator for ~ Polynomial
Multiplication Operation of CRYSTALS-KYBER
PQC Scheme,” in 2021 Design, Automation Test
in Europe Conference Exhibition (DATE), 2021,
pp. 1020-1025.





