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A Study on Side-Channel Analysis for Lightweight Cryptography Software
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With the development of technology, Society5.0 is getting closer to reality and the use of next-generation
information and communication network systems such as the Internet of Things (IoT) is expected to expand. On the
other hand, the risk of physical attacks on cryptographic implementations is increasing. A realistic threat is a
side-channel analysis (SCA), a method to analyze secret information using side-channel information leaked from a
cryptographic device. Gimli-Substitution is a cryptographic substitution function designed to perform well in a
variety of environments and can be used to construct the hash function Gimli-HASH and the authentication cipher
Gimli-AEAD. The purpose of this study is to evaluate the implementation security of Gimli-AEAD and to examine
the possibility of key information leakage by its side-channel analysis. In addition, since the characteristics of the
intermediate values of Gimli-AEAD make it difficult to identify the intermediate values using conventional
side-channel analysis methods, i applied DL-SCA to the Gimli-AEAD and studied the key recovery.
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