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In the age of the IoT, devices that provide cryptographic technology are close at hand. Even mathematically
secure ciphers may leak secret information due to the physical behavior of the device, and attacks that exploiting
this kind of leakage are called side-channel attacks. Public key cryptography, which has traditionally been
considered a low threat due to the difficulty of attack scenarios, can be a realistic security hole in the IoT era
because side-channel attacks have not been adequately evaluated in research. In addition, in the IoT era, attackers
can obtain clones of their target devices and gather information in advance. This information gathering can reduce
the cost of an attack. Such a method is called a profiling side-channel attack. One particularly powerful method is
the side-channel attack using deep learning (DL-SCA), which has been reported to be highly efficient even when
conventional countermeasures are implemented. In this study, security of RSA cryptographic software using Gnu
MP, a multiple-length arithmetic library that is currently used as OSS, is evaluated by DL-SCA. Experimental
results show that this is no longer valid as a countermeasure.
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