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In recent years, high throughput cryptographic hardware is likely to be installed in various devices due to the increase
in traffic data volume associated with CPS/IoT. Therefore, a high-throughput, high-efficiency, side-channel attack-
resistant cipher is required, which is especially important for the hardware implementation of AES, a major cipher.
In this paper, to achieve high efficiency, the we improved the efficiency of the S-Box, which is the most resource-
intensive part of the AES process. Specifically, we aimed for a more efficient implementation of the S-Box based on
the previously proposed composite field arithmetic by improving the efficiency of the linear arithmetic part of the S-
Box. As aresult, the proposed S-Box achieved a 23.1% efficiency improvement. In addition, to ensure SCA resistance,
we investigated information leakage specific to unrolled implementations of AES. We proposed an SCA for the
second round and a power model for the SCA, and evaluated the information leakage by performing the SCA. The
results show that unique information leakage occurs and can be used for attacks.
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