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Cancelable Face Recognition Using Steganography
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The secure transfer and storage of biometric traits are important for protecting the privacy of users. In

this paper, we propose a cancelable face recognition method based on Deep Steganography. We embed a face

image or face feature into an arbitrary image, called a cover image, to generate a stego image with the same

appearance as the cover image. By using a feature extractor dedicated to stego images, face recognition can

be performed without restoring the original face image or face feature from the stego image. The use of stego

images generated by the proposed method makes it possible to transfer face images or face features without

being noticed by the attackers. Through a set of experiments using public face image datasets, we demonstrate

that the proposed method exhibits efficient performance on stego image generation and face recognition.
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Verification method Accuracy [%] | EER [%]
Baseline 99.70 0.3000
Proposed (Face image) 97.78 2.400
Proposed (Face feature) 99.50 0.6667
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