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A Study on Low-Rate DoS Attack Detection Using Unsupervised Learning
Kiyoaki KAYABA
Supervisor: Takuo SUGANUMA

In recent years, the damage caused by DoS attacks has been increasing year by year, and low-rate DoS
attacks have been observed, in which communication continues for a long time with a small number of
packets, occupying the session. While supervised learning-based detection methods have been proposed as
a countermeasure for low-rate DoS attacks and have shown high detection performance, collecting attack
data in a real environment is a challenge for system construction. In this study, we propose a new detection
method using unsupervised learning that does not require attack data. In evaluation experiments, we have
shown that AutoEncoder, an unsupervised learning algorithm, is effective in detecting low-rate DoS attacks.
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