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Measures against network scans are necessary to prevent damage caused by targeted attacks. Since attackers

can bypass Intrusion Prevention System (IPS) and Intrusion Detection System (IDS) with low-rate scans,

Moving Target Defense has been proposed as a countermeasure for low-rate scans. In this paper, we propose

a method to prevent low-rate scans that IPS cannot detect with Moving Target Defense (MTD) and prevent

high-rate scans with IPS by using MTD that is transparent to IPS. In the evaluation, the number of

successful scans was measured in a simulation environment, and it was confirmed that the proposed method

was effective in protecting both low-rate scans and high-rate scans.
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