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Research on a defense method using autoencoders against backdoor attacks on
malware detection systems

Yuki MATSUMOTO
Supervisor: Takuo SUGANUMA

In malware analysis, the increasing number of variants has increased the burden on analysts, and there is growing
demand for static analysis using machine learning, which can efficiently detect malware. On the other hand, a
typical threat to machine learning is the backdoor poisoning attack. Severi et al. reported that this attack can be
applied to malware detection using machine learning. Therefore, in order to detect malware with high accuracy
using machine learning, it is necessary to construct an attack-resistant detection model that is not affected by
poisoning data. This paper proposes a method to eliminate the effect of poisoning data by applying an autoencoder
to training data containing poisoning data, assuming a situation where clean data without poisoning data is not
available when constructing a detection model. Through evaluation experiments using real data, we show that the
proposed method can significantly reduce the impact of backdoor attacks while minimizing the degradation of

malware detection accuracy.
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