AF & ek HE
K& (F#) 7K N B BH (Feitg:&)

B 0 FER B o+ (EHRE)

¥HEES KUBLS

FUBESERE  FR12438238

EABEOEME  FRNE 4 K% R

BroH, B RCRABEAERMSHEAN (MLWE) A7 ANEREER

F A EE Sharing Unconditionally Secure Secret Keys
(BRI EELRWERLEE)
WX EEER (%)

RALRFEBIE M X  RAKRERR AWM E
HibRZEHR WL #HE  FRFEHER #Y B4

mOX W E R

1 Introduction

Suppose that there are k (> 2) players Py, P,, - -+, P and a passive eavesdropper, Eve, whose computational
power is unlimited. All players wish to share a common one-bit secret key that is unconditionally secure from
Eve. Let C be a set of d distinct cards which are numbered from 1 to d. All cards in C are randomly dealt
to players Py, P,,--+, P, and Eve. We call a set of cards dealt to a player or Eve a hand. Let C; C C be P;’s
hand for each 1 < ¢ < k, and let C, C C be Eve’s hand. We denote this deal by C = (Cy,Cs,-+,Ck; Ce).
Clearly {Cy,C,--,Cy, C.} is a partition of set C. We write ¢; = |C;| for each 1 < ¢ < k and ¢, = |C,|, where
|A] denotes the cardinality of a set A. We call vy = (¢1,¢2, -+, Ck; Ce) the signature of deal C. We assume that
c1 2 ¢y 2 -+ 2> cg. The set C and the signature « are public to all the players and even to Eve, but the cards
in the hand of a player or Eve are private to herself, as in the case of usual card games.

We consider a graph called a key ezchange graph, in which each vertex i represents a player P; and each edge
(4,7) joining vertices ¢ and j represents a pair of players P; and P; sharing a one-bit secret key r;; € {0,1}.
If the key exchange graph is a tree, then all the players can share a common one-bit secret key r € {0,1} as
follows: an arbitrary player chooses a one-bit secret key r € {0, 1}, and sends it to the rest of the players along
the tree.

Fischer and Wright give a class of protocols, called “key set protocols,” to form a tree as the key exchange
graph by using a random deal of cards. We say that a key set protocol works for a signature ~y if the protocol
always forms a tree as the key exchange graph for any deal C having the signature 4. Let T’y be the set of all
signatures of deals for k players, and let T' = (Jyo, I't. Define sets W and L as follows:

W = {y € T'| there is a key set protocol working for v}; and

L = {y € T'| there is no key set protocol working for ~}.

A signature in W is called a winning signature. We say that a key set protocol is optimal if it works for all
winning signatures y € W.
For the case k = 2, Fischer and Wright give a simple necessary and sufficient condition for v € W. However,

a simple necessary and sufficient condition for the case k > 3 has not been known so far. Furthermore, Fischer
— 130 —



and Wright show that their so-called SFP protocol is optimal. However, a complete characterization of optimal
key set protocols has not been known. |

In this thesis, for the case k > 3, we give a simple necessary and sufficient condition for v € W. Furthermore,
we give a complete characterization of optimal key set protocols. We also study our newly defined “Eulerian
secret key exchange.”

2 Preliminaries

In this chapter we explain the key set protocol formalized by Fischer and Wright.

We first define some terms. A key set K = {z,y} consists of two cards ¢ and y, one in Cj, the other in C;
with 7 # j, say = € C; and y € C;. We say that a key set K = {z,y} is opaque if 1 < i,j < k and Eve cannot
determine whether z € C; or z € C; with probability greater than 1/2. If K is an opaque key set, then P; and
P; can share a one-bit secret key r;; € {0, 1}, using the following rule agreed on before starting a protocol:
rij = 0if £ > y; ri; = 1, otherwise. We say that a card x is discarded if all the players agree that = has been
removed from someone’s hand, that is, z ¢ (Uf=1 C;)UC.. We say that a player P; drops out of the protocol if
she no longer participates in the protocol. We denote by V the set of indices i of all the players P; remaining
in the protocol.

The key set protocol has four steps as follows.

1. Choose a player Py, s € V, as a proposer by a certain procedure.

2. The proposer P; determines in mind two cards z and y. The cards are randomly picked so that € C,
and y € (UiEV—{s} Ci) U C,. Then P, proposes K = {z,y} as a key set to all the players.

3. If there exists a player P; holding y, then P accepts K. Since K is an opaque key set, P; and F; can share
a one-bit secret key ry that is unconditionally secure from Eve. (In this case an edge (s, t) is added to the
key exchange graph.) Both cards z and y are discarded. Let P; be either P, or P, that holds a smaller
hand; if P, and P; hold hands of the same size, let P; be the proposer P;. P; discards all her cards and
drops out of the protocol. Set V := V — {i}. Return to step 1.

4. If there exists no player holding y, that is, Eve holds y, then both cards z and y are discarded. Return to
step 1. (In this case no new edge is added to the key exchange graph.)

These steps 1-4 are repeated until either exactly one player remains in the protocol or there are not enough
cards left to complete step 2 even if two or more players remain.

Considering various procedures for choosing the proposer P; in step 1, we obtain the class of key set protocols.

The malicious adversary determines who holds the card y contained in the proposed key set K = {z,y}. We
use a function 4 : Ty x V = V U {e} to represent a malicious adversary, where e is Eve’s index: A(7,s) =
t # e means that player P; holds card y; and A(vy,8) = e means that Eve holds card y. We denote by
v = (e1,¢2," -+, Ck; Ce) the current signature, and denote by 728’ 4 the resulting signature after executing steps
1-4 under the assumption that P, proposes a key set K = {z,y} and y € C4(y,s)-

We say that player P; is feasible if the following condition (i) or (ii) holds: (i) ¢; > 2; and (ii) c. =0, ¢; = 1
with ¢ = k, and cgx—1 > 2. We define a mapping f : T' = {0,1,2,---,k}, as follows: f(y) =1 if P; is the feasible
player with the smallest hand (ties are broken by selecting the player having the largest index); and f(y) =0
if there is no feasible player. Hereafter we often denote f(-y) simply by f.

As an optimal key set protocol, Fischer and Wright give the SFP (smallest feasible player) protocol which
chooses a proposer Py as follows: s = f(7) f 1 < f(v) < k;s=11if f(y) =0.
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3 Characterization of Winning Signatures

In this chapter, for the case k > 3, we give’ a complete characterization of winning signatures as in the
following Theorems 1 and 2. Hereafter let B = {i € V' | ¢; = 2}, and let b = || B|/2].

Theorem 1 Let k=3. Thenye W if and only ifc3 > 1 and c1 +¢3 > ¢, + 3.

Theorem 2 Letk >4, c, > 1 and f > 1. Then vy € W if and only if

k
Zma,x{ci - ht,0} > f,

i=1
where
F=f-s
F=F-2
h=c,~ct+k—f,
Mt =h+e,
0 iff=1
s=d L if2sfsk-1
2 if f=kandcg—y > cx +1; and
3 if f=kand cg-1 = cp,
and

max{min{c; — h, b}, 0} if5<f<k-1;
€= ¢ max{min{c; — h,b—1},0} if 5< f=kandec. >1; and
0 otherwise.

4 Characterization of Optimal Key Set Protocols

In this chapter we give a complete characterization of optimal key set protocols.

We say that a player P; is selectable for v if 7&.’ A € W for any malicious adversary A. Note that a key set
protocol is optimal if and only if the protocol always chooses a selectable player as a proposer whenever such
a player exists. Thus we shall characterize the set of all selectable players. If v € L, then there is no selectable
player. Therefore it suffices to consider only the case where vy € W. |

For k£ = 2 and k£ = 3, we obtain the following Theorems 3 and 4.

Theorem 3 Let k = 2 and v € W. Then a player P; is selectable if and only if ¢; > 2 or ¢, = 0.
Theorem 4 Let k = 3 and v € W. Then a player P; is selectable if and only if 1 <i < f.

Before giving a characterization for k > 4, we first give some definitions.

Let V. = {i € V | i = max X and X € V/R}, where V/R is the quotient set of V under the equivalence
relation R = {(i,j) € V x V| ¢; = ¢;}. Hereafter we shall obtain a necessary and sufficient condition for a
player P;, ¢ € V,, to be selectable. Of course, such a necessary and sufficient condition immediately yields a
complete characterization of all selectable players (whose indices are not necessarily in V;.).

Define f,,, M and € as follows: f,, =min{i € V |¢; =c;}, M = Z;zl max{c; — h*,0}, and

max{min{cs — h,b},0} if5<f<k-1;
€ =< max{min{cs — h,b—1},0} if 5< f=kandec, > 1; and
0 otherwise.
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Define Conditions 1 and 2 as follows. Note that no signature satisfies both Conditions 1 and 2.
(Condition 1)

5<f=kandcig =cr_y =c + 1.
{Condition 2)

Cfn—2 = Cf.—1 = 3, |B] is an odd number, and the following (i) or (ii) holds: (i) 6 < f < k—1 and
co—h>b+1l;and (i) 6< f=k,ce>1,b>1andcyg —h>b

Define A and € as follows:
2 if v satisfies Condition 1,

A=< 3 if v satisfies Condition 2; and
0 otherwise,

and

€=

- max{min{c; —h—1,b—1},0} if f>8, ck =1 and A=2; and
0 otherwise.

For k& > 4, we obtain the following Theorem 5.

Theorem 5 Letk >4, ye W,i €V, and 1 <i < f. Then a player P; is selectable if and only if

co—ht<M-—f-(e—¢ if i <2
S o max{c; — (bt +€+1),0} > f-A=2€ if i=fm—124and A#0; and
ci—hT<M~-f otherwise.

5 Protocols for Eulerian Key Exchange

We propose generalized key set protocols performing an Eulerian secret key exchange, in which the pairs of
players sharing secret keys form an Eulerian circuit. Along the Eulerian circuit any designated player can send
a message to the rest of players and the message can be finally sent back to the sender. Checking the returned
message with the original one, the sender can know whether the message circulation has been completed
without any false alteration. We then give three protocols. The first protocol requires the minimum number
of cards when ¢; = c3 = - -+ = ¢;. The second requires the minimum number of cards dealt to all players. The
third forms Eulerian circuits of length at most %k, and the time required to send the message to all players is

minimum.

6 Average Length of Eulerian Circuits

In this chapter, we show that the average length of Eulerian circuits formed by the third protocol in the

previous chapter is approximately k + Ink.

7 Conclusions

This thesis deals with cryptographic protocols called key set protocols for unconditionally secure secret key
sharing. We gave a necessary and sufficient condition for a key set protocol to work for a signature . Further,
we completely characterized optimal key set protocols. We also introduced the notion of an Eulerian secret key
exchange, and gave three efficient protocols performing it.
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