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A Study on the Design Method of Communication

Protocol and its Support Systems
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Computer communication systems which range from worldwide data and voice communicat-

ions networks to local area networks or recent multiprocessor computer systems are dramatic-

ally increasing their variety and complexity. To enable the increasing variety and comlexity

of computer networks, faster production of more complex, higher quality, and more efficient

communication software has being overwhelming demanded. Communication protocols are an

important part of communication software. They are procedures or rules for exchange of

information or cooperation between computers. Two important conditions must hold in a

developed protocol: no logical errors and satisfaction to the functions asked by the protocol

designer. This dissertation discusses the protocol design and development problems with the

point of view of no logical errors. Consisting of 6 Chapters, this dissertation focuses the

discussions on the efficient design and development methods of communication protocols and

the support systems for developing protocols without logical errors.



Chapter 1 is a introduction of this ersearch. The background and purpose are introduced in
this Chapter.

In Chpter 2, the problems of traditional protocol design methods are discussed with the
view of increasing productivity and reducing cost. Until now, communication protocols have
been designed and developed in life cycle model by which the design and development process
has been broken down into some manageable subtasks which are independently and sequentially
developed. However, though the life cycle development model reduced the development comple-
xity of the communication protocols, it created some problems such as long development time,
lack of traceability. Moreover, the life cycle model is deeply dependent on the level of experie-
nce of the protocol designer which is a common problem in software designs and development
s. These problems and the status of protocol designs and developments are descussed in detail
in Chapter 2.

Chapter 3 focuses on software tools for communication protocol designs and developments.
A new software tool, called interactive protocol synthesis method, for developing protocol in
a shorter development time without logical errors is proposed and discussed. A protocol devel-
opment process from an informal description of a protocol to be designed, to its Finite State
Machines representation is defined as synthesis in this dissertation.

Many communication systems can be considered as two coordinating concurrent independent
computing processes or entities. The protocol development tool is proposed for this set of
communication systems. Several specification models such as temporal logical or algebra have
been proposed and developed, except of FSM’s model. Because the specification languages SDL
and Estelle, which are the two standard specification languages proposed by CCITT (Internati-
onal Telegraph and Telephone Consultative Committee) and ISO (International Organization
for Standardization), are based on FSM’s, and a protocol described in FSM’s is easy to be un-
derstood and implemented, We use FMS’s as specification model,

With a set of production rules for producing FSM’s and a set of rules for avoiding logical
errors, the proposed interactive synthesis method can be used to synthesize a protocol without
logical errors; unspecified specifications, deadlocks, overspecifications and buffer overflows.
Here, unspecified specifications, deadlocks and overspecifications are prevented or avoided by
the synthesis algorithm, and the buffer overflows are detected by the synthesis algorithm.
Validation of these properties of the proposed synthesis method is given in three theorems in
Chapter 3.

The progress of Al techniques in recent years makes it possible to apply Al techniques to the
protocol design and development fields. However, few of these applications has been reported.
Chapter 4 discusses a new paradigm for protocol design and development, called knowledge

based protocol design model, using knowledge based systems to assist the protocol designer to



design a protocol smartly. Ideally, this protocol design and development model only needs the
nature language descriptions or simple graphical descriptions of a protocol (informal descrip-
tions) as the input of a support system for protocol design and development. So then, the su-
pport system performs syntax analysis and semantics analysis of the given nature languages
or the understanding of the given graph to convert them into the forms which can be accepted
by the algorithms or rules for producing formal descriptions of a protocol. The logical errors,
incomplete description or ambiguous are removed through the interactions of the system and
the protocol designer or automatically removed by the algorithms or rules stored in the system.
The produced formal specifications will be further implemented and tested by the system, so
that the codes of a deliverable protocol can be automatically generated. Based on this proposed
paradigm, Chapter 4 further proposes a knowledge based system for protocol design and deve-
lopment to support the process of designing and developing a protocol described in a specifica-
tion model based on Finite State Machines (FSM’s).

There are sc many problems such as process of nature languages, knowledge acquisitions,
developments of tools for producing FSM's and for eliminating logical errors and etc., to be
solved to consturct such a knowledge based system for protocol design and development.
Chapter 4 outlines all these problems and focuses its discussion on the problems of how to
construct a Knowledge based System for Protocol Synthesis (KSPS), and how to abstract and
acquire the knowledge for eliminating logical errors and for consturcting FSM’s, from experts
of protocol design and development. Since the knowledge abstraction from experts of protocol
design and development is a very complex process, this Chapter points out that obtainig the
corresponding knowledge is most important for constructing a knowledge based system for
protocol design and development. The rules for constructing FSM’s and the rules for eliminat
ing logical errors proposed in Chapter 3 are used as a part of the knowledge stored in the kno-
wledge base of KSPS. Other part of the knowledge stored in the knowledge base of KSPS incl-
udes some expericnce of the author. Using these kinds of knowledge, KSPS which can be consi-
dered as a prototype of the knowledge based system for protocol design and development, inte-
ractively produces a protocol modeled in FSM’s without logical errors. In the process of inter-
action, KSPS provides some kinds of advice for the protocol designer. They are: how to specify
messages to be sent from one process to another one, and how to assign the process state when
a message has been sent or received at the process. These kinds of advice are very useful beca
use the protocol designer always assigns the pro'cess states based on his experience, but-no any
help from anywhere. The advises will consequently help the protocol designer to find and rem-
ove the errors embedded in the informal descriptions of a protocol, and prevent the protocol
designer from creating FSM’s with logical errors.

The user interface of a knowledge based system for protocol design and development is also



very important with the view of increasing the productivity and reducing the cost. A human
interface module of KSPS is also discussed in Chapter 4. The human interface module is desi-
gned from the points of view of easy to be understood and easy to input.

In Chapter 5, the experience of constructing KSPS is discussed and the examples of synthesi-
zing real world protocols by using KSOS are given.

KSPS has been consturcted on SUN 3 workstation. In KSPS, a hybrid programming language
OPS 83 which has been developed for constructing expert systems by Dr. C. L. Forgy, and a
programming language C are used to construct the knowledge base and the human interface.
The knowledge currently stored in the knowkedge base is the set of rules for constructing
FSM'’s, the set of rules for eliminating logical errors, the set of rules for assisting protocol
designers as described above. Approximate 200 rules written in OPS 83 and 500 lines of progra-
ms written in C are used for constructing this knowledge base.

The human interface of KSPS is constructed in C, consisting of approximate 1500 lines of the
C programs. This human interface provides the functions for the protocol designer; such as
interactively performing protocol synthesis, dynamically expressing the current synthesizing
status and advises for helping the protocol designer to design a protocol wihtout logical errors,
properly showing the ptoducts of the synthesis and the information for teaching the protocol
designer how to use this system. Multiwindow mechanisms, text and color utilities, graphical
expressions are used in the human interface to provide the above functions. Consequently, the
protocol design activities are facilitated and the dependence to the protocol designer is reduced
by using this human interface, which have been proved by synthesizing some real world protoc-
ols such as X.25.

Chapter 6 summarizes the conclusions and open questions.



' E MK B o E B

BEVRFARBWT, 7o a VERERE, EEESS BEoYRNEHERERE VAT L%H
BT 5L THROTCEETHY, FIICEEY 7y 2 7OEEROFA LIt b RS REELEELITH
%o COf®, FRMEORVT T b 3 VERIMNEIRT REFHEOUR VL OFE R Y X 7
LADOHEBHBREE L >TSS, 70 b I VABKERE >V TREETAEBRZEATY
B, BEFIR7 0 b 2 VORISR EIC VLW TER EEROET, SR L, KRIIZ O
REELDbDTHY, 2F6FEL VS,

BIBERIFRTHD, F2ETR, RRO7u b aVOBRICE T ARBAEZEEL, Fuba
WD 54 THA I VMTBWTERT v 7 OHEERFERRE SEEME R E& & 3800 SR ICHR
LTwa, .

EIETRE, 7obaVRHBELONEEEBLT, ot aVORE, SHRENLTLE, B
BEE, Fy Fow s/ RBED5—-HBREWKS3WF SMEEKT 527 u b avBRokDOTIVTY
ALERBLTVWS, FAK T VTY XaEHWAE, BREL/T O3 VZi3ERD/ S—§ <~
Va VBRIV RHENEFy Fuoy 7 B EORBBRONELELKEVWT E, 7o b avicBks
EEERVIERERTNTY XL0BEREESERINGEHS A TVWS, ThEREERRRE
TH b0 ’

H|AETIE, ABOAESROMEEELZEY, 7o b aVORR,OSMIETEY 7 by = TEE
BiRIcEET 22T o b 3 VBEROSEREEXET AMBERGI KB Y A F AK2VWTHRLT
W3, 9, MBESRHTEYRFAORMICOVWTERL, REEOR - TV IABOMHMNE
BETHHILEERLTOVS, Ric, BEMNLARE LT, 5y Foy 7EETVTY XLK
EEMHABRAL, T—F VYR 44 Y97 2—R%ELT, REHCWHE LREL S -V
&S ICF SMERKT HAMEE Y 27 2K L TV 3B, Thid, MHBMEOFEET v ba
VERIIGH L&A TH D, BEREVERETH 3,

WHETIE, ATHEEY X7 LBFRHSEOP SEAVWTHEIETHERL BBy 274
DFa b4 TEHERLTVWS, Thick), EBOX.250HRET = —XXEVL 2hD 70
PaNEBREKRICERTAILIRE ST, BARELALYAFAOBEYHEHEL TV 3,

FEOEIERTH S,

DLEET 2 ARmXIE, HHEEY X7 LA0RFOEFME TS 57 0 b a VORREICOVT
FHHTHEETY, SELEREE VR T LABROLHDOEREEZ 0T, FREELE, &
BT 2ORBIHEET L IAMDIELEV,

& -T, KX TEELORMARXE LTEKERD 2,



